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(57) Pe$epaT: 

Cnoco6 othochtc* k oneiapocBfl3M, a 

MM6HHO K TGXHHK© KpMnT03amHTbl CMCT9M 
TeJieKOMMyHMKai^MOHHWX TexHOJiorn& H, B 
MaCTHOCTM, M0HC6T 6blTb HCnOJlb30BaH B 

cuicTeMax m ycTpo^CTBax nepeAaMM paajiMMHbix 

BMAOB MH4)OpMai^HM no KaHSUiaM 3JieKTpOCBfl3W. 

Cnoco6 KpnnT03amnTbi cucTeMbi 

Te/ieKOMMyHMKauMOHHbix TexHonorviM 
npeflycMaipuBaeT npeAsapHTe/ibHyto 3anncb 
coBOKyriHOCTH pa3peujeHHbix naponetf, 
BBeAeHne napona, era MAQHTHc^nKauMJo, bboas 
unfona, reHepupoBaHMe nceBAOcnyMaHHoH 
nocneAOBaTeribHOCTM, 4>opMMpoBaHne 
tunctpoKntoMa, wMcfcpoBaHkie HHcfcopiviauMOHHoro 

7* cum ana, nepeAany b KaHan cucTeMbi cbh3m 
o6mero no/ib30BaHHfl ujwcppoBaHHoro cnoiana m 
AeiiJM0poBaHkifl 3Toro CMmana, YctpoRctbo 
KpnnT03amuTbi cucTeM Tene kom My h n xa i^h oh h bix 
TexHOJiorn^, BKnioHaeT BbMHcnuTejib 1, 6/iok 2 

^ BBOAa-BbiBOAa, 6jiok 3 anropnTMOB, 6jiok 4 

— XpaHOHMfl KHtOMeBNX A&HHblX, 6/10K 5 

conpnjKeHMfl, 6jiok 6 KpnnTOMOAynfl, LUM(f)paTop 
•nJ 7, 6jiok 8 ynpaBJieHMfl. TexHHHecKutt pe3yribTaT 

- BblCOKMfl ypOBSHb 3aL4MTbl ASHHblX npM MX 

"*>l xpaHeHMn m nepeAawe ot Aeww<$poBaHi/m h 

B03MO>KHOfl MOAH0HKaUHH 3a CM6T 

KpunTOCTOftKMX npeo6pa30BaHHfl, BO3M0)KH0CTb 

_a nepeAaMM nHCf>opMaL^nn KaK HenocpeACTBeHHO c 
3BM nonb30BaTen«, TaK n/n/in ot Apyroro 
0> MCTOMHMKa MH0opMaunn. 8 3.n.<t>., 4 W1. 
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(54) METHOD FOR CRYPTOPROTECTION OF TELECOMMUNICATION KNOW-HOW SYSTEMS 



(57) Abstract: 

FIELD: electrical communications; devices 
and systems for transmitting various types 
of information over electric communication 
channels. SUBSTANCE: method involves 
pre-reoording of combination of permitted 
passwords, introduction of password, its 
identification, introduction of key, 
generation of pseudorandom train, shaping of 
crypto key, ciphering of data signal, 
transmission of crypto signal to shared 
communication channel and its deciphering. 
Cryptoprotection system has computer 1, 
input/output unit 2, algorithm unit 3, key 
data storage unit 4, interface unit 5, 
crypto module unit 6, cryptographer 7, 
control unit 8. EFFECT: improved protection 
of stored an d transmitted d ata agai nst 
deciphering and probable modification due to 
cryptoresistant conversions; provision for 
data transmission both directly from User's 
computer and/or from other data source. 9 
d, 4 dwg 
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H3o6peTeHne othocmtca k aneKTpocBH3u, a 

HM6HHO K TeXHMKe KpwnT03aLUHTbl CHCTGM 

TeneKOMMyHUKaunoHHbix TexHOflorwfl w, b 

MaCTHOCTH, MOK9T OblTb MCno/lb30BaHO B 

cHCTeMax m ycTpo^cTBax nepeAaMM paannMHbix 

BMAOB MH<})OpMaUMM no KSHa/iaM 3neKTpOCBfl3M. 

H3BecTSH cnoco6 paCoTbi annapaTypw 
nepeAaMH AaHHbix c zawynoft ot 
HecaHKL^noHnpoBaHHoro AOCTyna (HAC), 
3aKnioMatoiMH«cfl b tom, mto Ha nepo>OKapTy 
ycTaHOBJieHHbiM cnoco6owi 3aH0cnTC* npi/i3HaK 
MAeHTHcpnKai4nn KOHKpQTHoro nonb30BaTerm, 
KOTopbitf GMMTbiBaeTCfl cneunartbHbiM 
ycTpoftcTBOM n onpeAeiifleTCfl npaBo AocTyna 
3Toro nonb30BaTenfl [1] 

HeAOCTaTKOM 3Toro cnocooa fl&naeTcn to, 
mto oh npeAHa3Ha4eH, b nepByto onepeAb. aha 
3aiMMTbt or HCfl. KpoMe Toro, oh He 
o6ecneMMBaeT BbinonHeHHfl coBpeMeHHbix 
Tpe6oBaHnR k ooecneqeHMto rapaHTnpoBaHHo8 
3amnTbi ot HCfl, TaK KaK npeAnonaraeT HannMne 
nep<t>OKapT, KOTopbie MoryT 6biTb yTpaweHbi. 

H3BecTeH cnoco6 nepeAaMM ceKpeTHoi* 
MHcfopMauMn no cHCTeNie cb*3h o6mero 

nOflb30BaHMfl ( KOTOpbltf MOK8T 6blTb 

ncnorib30BaH Ann KpwnT03amnTbi cucTeM 
TeneKOMMyHMKau,noHHbix TexHonorwCi. CymHOCTb 
cnoco6a 3aicnioHaeTCfl b tom, mto Ha npueMHoi* 
CTaHi^nH Bbi6npaioT npocTbie cnyMa&Hbte MHcna, 

H3 KOTOpblX C|)OpMHpyK)T CeKpeTHbltf KJIIOM 

npneMHUKa b cMCTewie CBfl3M o6mero 
nortbsOBaHMfl. H3 cnyMaflHbix Hwceri Ha ocHOBe 
nonnHOMMHanbHbix npeo6pa30BaHMfi 
cfopMnpytOT ceicpeTHbifl icnton Ann 
Aeiun0poBaHkifl b npaeMHHice, KOTopufi 
HenocpeACTBeHHO CBfl3aH c kthomom b cMCTeMe 
cb*3h o6mero no/ib30BaHUfl Ana npneMHMKa, ho 
He wioweT 6biTb no HeMy BbtMHcneH. Khk>m 
npneMHHKa nepeAaeTca Ha nepeAaTHHK, 
KOTopwR npeo6pa3yeT nepeAaBaeMyw 
nHct)opMauMK) h kjiioh npneMHMi<a m cjDopMnpyeT 
3aLUH(t>poBaHHbi& cuman HHcfcopNiauw/i. 
3aujncppoBaHHbi« cumaJi nepeAaioT Ha 
KoppecnoHAnpytoiuwW npweMHMK no KaHanaM 
cucTeM CB513M o6mero nonb30BaHHfl. 3Ty 
HHcf>opMau;n»o nenco npuH^Tb, ho h8B03mo>kho 
npeo6pa30BaTb 6e3 3HaHM« ceKpeTHoro icmona 
Aetuno>poBaHHfl b npweMHUKe. B npneMHHKe 
npeo6pa3yK)T 3awno>poBaHHbifl cHma/i 
MHO>opMaunM u ceKpeTHbti^ KntOM 
AeiUM4)poBaHMn b oTKpbrroe coo6iueHne [2] 

OAHara cyiMecTBeHHbiM h e aoctbtko m 3Toro 
cnoco6a AB/meTCfl HM3Kan npon3BOAMTeribHOCTb, 
o6ycnoBneHHafl Heo6xoAHMOCTbto BbinoriHeHHfl 
nonnHOMna/ibHbix npeo6pa30BaHH&. Kpowie 
Toro, AaHHbiR cnocoo" He npeAycwiaTpuBaeT 
3aiMHTy MHO>opMauMM b npoi^ecce ee o6pa6oTKM 
u xpaHeHMfl. 

Han6onee 6nn3KMM k 3aflB/ieHHOMy 
flB/ineTCfl cnoco6 reHepa^n Lu^pKntona, 

KOTOpblfl MO>K8T 6blTb MCnOJlb30BaH Anfl 
KpHnT03aiHUTbl CMCTeM TeJieKOMMyHUKaL^HOHHblX 

TexHonoruK [3] 

L/taBecTHbitt cnoco6 peanw30BaH cneAyiou^HM 
o6pa30M: bboaat naporib (ID), reHepwpyioT 
luecTb 3HaneHkivi nucen Ha ochobg napona, 
HanpMMep 

Pi p, (ID) mod A 

Qi qj (ID) mod B 

rfle i=]=i ( 2,3, a A n B npocTbie sucna, 
(fcopwiMpytoT MaTpnuy HucneHHbix 3HaneHnR 
o>yHKMMpi Y m Z pa3Mepoiw (A.B). MkicneHHbte 
3HaMeHH« cfcyHKUnB YmZ pa3MeiMaioT b sto^ 
MaTpni^e b cooTBeTCTBUM c anropnTMaMU 
nonnHOMMa/ibHbix npeo6pa30BaHn^ ( b KOTopbix 
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^Hcna Pj m Qi ncnonb3yioTCfl b KanecTBe 

K03Cf)4>MUHeHTOB 

Y (Pi + P2X 2 + P3X 3 ) mod A, 

Z (Q-iY + Q 2 Y 2 + Q3Y 3 ) mod B 

flpyrne noxiMHOMnanbHbte BbipaxeHUfl mop/t 
6biTb nojiyneHbi Ha ocHOBe npeAno>KeHHoro 
cnoco6a npn 3HaneHMflx X 0,1, N-1, rAe N 
Mucno 6htob Kntona. 

Butw KnioMa 3anMCbiBa»0T b onpeAe/ieHHyK) 
oGnacTb 3anoMHHatomero ycTpo^CTBa, 
HAeHTMCpMUMpyeMyK) Ha ocHOBe npeAno>t<eHHoro 
cnoco6a. 

npocToe Mucno A Bbi6npaeTca KaK 
HanMeHbiuee npocToe nucno, 6oxibiijee Ha 
eAUHnny MMcna N. Ecjih KntoM cicpbiT b o6nacTM 
naMflTM pa3Mepowi M * N 6ht, npocToe nucno B 

Bbl6MpaeTCJl T3KHM 06pa30M, MT06b! OH0^6blJ10 

6oribiue npocToro Mucna A n o6nacTb A*B 6mt 
noMeu;anacb a o6nacrn M*N 6mt. 

OopiwupoBaHne MHo>KecTBa Y 

o6ecneqMBaeTca nyTeM pacneTa cpyHKUnw Y(x) 

npM 3H3MeHHflX X 1 .(-1), a 3HaM6HMfl MHOKeCTBa 

Z(Y) paccMMTbiBaioTCfl no cooTBeTCTBytomefi 
o>opMyne, w 3th 3HaneHHfl paswemawTCfl b 
oGnacTM naMATM no aApecawi b cooTBeTCTBun c 
3aflBnfleMbiM cnoco6owi. 

3HaMeHMfl TaK cBfl3aHbi co 3HaneHMflMn 
no3nunPi 6mt Knjona, 0 h 1 KOToporo 3anncaHbi b 
aApecyeMOPS o6nacTki 3anoMkiHaioLMero 
ycTpoPicTBa, hto no3BonfltoT npoBecTn 
nAeHTHcf)MKai4HKD N 6nTHoro Knwna npw 
AeLuncppai^nn. 

flaHHbie, nonyneHHbie npn aHann3e 
onucaHnsi pa6oTbi cnoco6a-npoTOTnna npn 
pa3MeiAeHMM 6mtob Kntona b o6nacTH naMflTn, 
HanpuMep, pasMepoM 2 K6a«Ta (16000 6ht) \a 
npvi N 64 noKa3biBatoT, hto KonnnecTBO 
BapnaHTOB nepe6opa paannMHbix 3HaMeHn« 

COCTaBUT 64 =x6O0 O I /X5936 I "™ 

ieooo 1 1 

npuMepHo 10 260 KOMGnHai^n^* mto no3BonfleT 
yTBep>KA3Tb o AOcraTOMHOM KpnnTorpa4)HHecKoii 

CTO^KOCTM. 

OAHaKO MSBecTHbiR cnoco6 wueeT 
HeAOCTaTKM: o6naAaeT HeBbicoKO^ CKopocTbio 
npeo6pa30BaHMfi, mto CBfl3aHO c 
nonnHOMMHanbHbiMM anropnTMaMH 
oGpa30BaHMfl xntoMa, mto Bbi3biBaeT 
Heo6xoAHMQCTb b npoaeAeHMn cno>KHbix 
BbWucneHM^ npn reHepaunn ujuq^pKntoMa; 
OCpOpMMpOBaHHblR KDtOM Mcnonb3yeTCfl npn 
o6MeHe nHO>opMat4n« no KaHanaM oOiMero 
nonb30BaHHfl, to ecTb He pewaeTCfl 3aAaMa 
3aiMMTbi nHO>opMaunn b npoLjecce ee xpaHeHvifl 
m o6pa6oTKM. 

LjeJibK) M3o6peTeHMfl nBnfleTCfl paspa6oTKa 
cnoco6a KpnnT03aiMMTbi 
TeneKOMMyHMKaunoHHbtx TexHonorviM, 
o6ecneMMBaK)u;ero noBbimeHne 

6blCTpOA©WCTBHfl, HaAeKHOCTH AOCTaBKH 

coo6a4eHHM c rapaHTMpoBaHHovi nx 3aim4TOM npn 
ncnorib30BaHMH MMHUMa/ibHoro Mucna 
AononHHTenbHbix ycTpoticTB, oGecneMeHne 

XpaH6HMfl HHO>OpMamHV1 Ha 0>M3MHeCK0M 

HOCHTene c rapaHTupoBaHHO^ 3aiMHTOi^ ot 
HecaHKUMOHHpoBaHHoro Aocryna. 

3to AOCTuraeTcw TeM t mto b n3BecTHOM 
cnoco6e KpnnT03aiMHTbi 
TeneKOMMyHMKai^noHHbix TexHo/iorviM, 
3aKniOMatoiAeMC« b npeABapnTeribHOf^ 3anncw B 
3anoMMHatou4ee ycTpo^cTBO coBOKynHocTH 
pa3peiueHHbix naponeW, BBeAeHUfl naporifl, ero 
HAeHTMCfwicauviH, BBOAa KnwMa, reHepupoBaHMq 
nceBAOcnynaiiHOM nocneAoeaTenbHoc™, 
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450pMMpOBaHHfl OlI/KfcpKntOMa, UJUCppOBaHHfl 

MHcfropMai^MOHHoro cumana, nepeflaMn b KaHan 
cvicTeM CBA3M o6mero nonb30BaHMfl 
ojucfjpoBaHHoro cumana m A©wn4>poBaHHfl 
sToro CMmana, nocne uAeHTMCfcMKaLjHM napona 
Bbipa6aTbiBaK>T cum an Bbioopa pexwvia 
o6pa6oTKn tiJHcfcpKnioHa m MHct>opMai4HOHHoro 
cumana b CMCTeMe oTKpbiroro nnn saKpbrroro 
pacnpefleneHUJi KntoMetf, reHepupytoT 
nceBAocnyMa^HyK) nocneAOBarenbHOCTb c 

MCnonb30BaHMeM Bbl6paHHO& CklCTeMbl 1Q 

pacnpefleneHMfl tcnioMetf, 4>opMnpyiOT 
ujuctjpKTiiOH b BHfle noAKnionefl 3aAaHHoro 
pa3Mepa H3 nceBAocnyHatfHofl 

nocneAOsaTejibHOCTM no Bbi6paHH0My pe>taiMy, 
LUn$pyK)T kiHCpopMai^tfOHHbift onman no 
Bbi6paHHOMy pe>KMMy, bboaht mstkh CMmanoB /5 
EAUHoro Bp6M6HM, nepeAaioT 3atun4>poBaHHbiW 
nHcpopMaL^noHHbiR cHman b KaHan cucTeMbt 
CBR3H o6mero nonb30BaHH8 h Aewn$pyiOT. 
npuneM reHepaquKD nceBAOcnyMaflHofi 
nocneAOBaTe/ibHOCTn b CMCTeMe 3aKpbiToro 
pacnpeAe/ieHUfl KniOMefl ocymecTBnfliOT nyTeiwi 
reHepai4HM n ocn e AOBaTen b hoct h Mucen m 
Hano>KeHMfl Ha Hee naporifl, a b cMCTefcie 
oTKpbiToro pacnpeAexieHUfl KnKwefl reuepauy\fi 
nceBAOCJiyHaMHoft nocneAOBaTenbHoc™ 
3aKHK)MaeTCfl bo BBeAeHUM KniOHetf nepBoro 
X A n BToporo Xb KoppecnoHA©HTOB t 
cpopMMpoBaHUM nocneAOBaTenbHocTefl no 
c^opMynaiw 

YAq^mod N, 

Y B q XB mod N ( 

rAe q n N napawieTpbi OTKpbiToro KnioMa, 
o6MeHe viewy KoppecnoHAeHTawn 
oc(DopMHpoBaHHbtMM nocneAOBaTenbHOCTHMH n 
BbiHucneHnn o6mefi nocneAOBaTeJibHOCTH bmas 

Y * q XAXB modN 

OOpMMpOBaHMS WMCfcpKnKJMa M3 35 

nceBAocny-iaflHOfl nocneAOBaTenbHocTH b bha© 
noAKnwMeK 3aA3HHoro pa3Mepa BicnKwaeT 
nocneAOBaTeribHoe BbiHMcneHMe 3HaMeHMR 
yKa3aTenefl HOMepa noAne>Kamero o6pa6oTKe 
6/ioKa M3 nceBAOcnyMafiHofl 

nocneAOBaTe/ibHocTM Y } n U\ (i 1,2.) no 40 

cfcopMynaM 

Yi[Y M +f(U M )] mod (Ly/k), 

Uj [U M +f(U M )] mod (U) 

rAe L h L AnuHbi noAKnK>Hefi b 
6a«Tax,onpeAenneMbtx Bbi6paHHbiM pexuMOM 45 
o6pa6oTKn. 

Bboa cnmanoB EAMHoro apeMSHH BK/itonaeT 
mx npneM no KaHanaM CHcreMbi EAUHoro 
BpeMeHU, Bbi6op M3 hmx BpeMeHHbix motok no 
3aA3HHOMy peaoiMy n 3anncn othx MeTOK b 
aApecHbie o6nacrn 6noKOB LUwfcpcMrHanoB. so 

LUwcfepoBaHne nHCfiopMai^MOHHoro cumana 
no 3aAaHHOMy pewwwy BicnKwaeT 
AHCKpeTH3ai4M»o MHcf)opMai4HOHHoro cumana Ha 
K-6a«T0Bbie 6/iokh (K £ 2) m npeo6pa30BaHMe 
6noKOB k Bi/iAy. HanpuMep (C^C,^ [(ti.yjXORF 
(Yj)+ f(Ui)]XOR(p+1), 

me (Ci.Ck), (ti.tx) 3aujnct)poBaHHbie n 
ncxoAHbie MHct)opMaMnoHHbte cumanbi, 

p KOHCTaHTa, 3aAaBaeMan Bbi6paHHbiwi 

pe>KHMOM. 

LLIncfipoBaHne HHC^opMauuiOHHoro cumana 60 
no 3aAaHHOMy pe)KMMy BKntoMaeT 
AncKpeTusaqnK) MHCtJopMaL^noHHoro cwrHana Ha 
K-6aRT0Bbie 6noKM (K^2) m npeo6pa30BaHne 
6jiokob k BHAy.Hanpuwiep 

(Ci.Ck) + F(Yj)] XOR [256f(U M + 1)] 
rAe (C^Ck), (ti-tO 3aujncf)poBaHHbie m 
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McxoAHbte MHc|)opMaunoHHbie cnrHanbi. 

fleiunct)pOBaHMe 3aiUkic|3poBaHHoro cumana 
BKnKwaer AncKpeTM3ai4Mio npMHMMaeMoro 
3aujnct)pOBaHHoro MHcjDopMai^MOHHoro cumana 
na K-6MTOBbie 6jiokm (K^2), npeo6pa30BaHne 
6noKOB k BMAy, Hanpuwiep 

(ti-tiOi [(Ci.C^XORF (YO + f{Uj)]XOR (p+1), 

rA© (Ci.Ck), (ti W 3aujnc{)poBaHHbie n 
AeLU«4)poBaHHbie nH(t)opMai4MOHHbia cumanbi, 

p KOHCTaHTa, saAasaeMan Bbi6paHHbiM 

p6>KHM0M. 

fleiuvi4)poBaHMe 3aiiinc|)poBaHHoro curHana 
BicntoMaeT A^CKpeTM3amiK) npuHMMaeivioro 
3aiunct)poBaHHoro MHcjjopMauMOHHoro curHana 
Ha K-6nT0Bbie 6jiokm (k^2), npeo6pa30BaHne 
6riOKOB k BMAy, HanpuMep: 

(ti-Wi (Ci.CkJj XOR^SGfCUi.O+nUM+l)] F(Yj), 

rAe (C^Ck), (ti.tk) 3aiiJM4>poBaHHbie m 
Aeujn0poBaHHbie MH4)opMaL4MOHHbie oMmanbi. 

Ha (fur. 1 npeACTaaneH cnoco6 

KpnnT03aiHMTbl CMCTeM Te/ieKOMMyHMKai^MOHHblX 

TexHonornW; Ha c})nr. 2a, 2b cnoco6bi 

B03M0>KHOrO pa36H6HHfl (ICn Ha nOAKTItOMM, 
Cf)OpMHpOBaHHfl M3 HklX yHMKaJIbHOTO KJlJOHa 

nonb30BaTerifl m iunct)poBaHHfl MH0opMauMM 
AByxoa^TOBbiMM 6noKaMM; Ha cf)nr. 3 cnoco6 
iun4)poBaHHfl MeTbipex6a^TOBbiMM 6noKaMn; Ha 
4)nr. 4 ycTpoftcTBO, peann3ytomee cnoco6 
KpnnT03ai4HTbi CMCTeM TeneKOMMyTaL^noHHbix 
TexHonornH. 

Bo3MO>KHOCTb peann3aunn saflBrifleMoro 
cnoco6a KpnnT03ami/iTbi cHCTewi 

TeneKOMMyHMKaunoHHbix TexHonoruM 
o6i»flCHfleTCfl cneAytoiAMM o6pa30M. 

flepBbiK 3Tan HacTpo^Kn KpnnTOMOAyi* 
npeACTaaneH nocneAoaaTenbHocTbio npoi^eAyp 
Ha *w\1 6n0K3MH 0,1, 02, 03, 04. C noMombto 
6noKOB 0,1 , 02 BbinonHflioTCfl npoi^eAypw BBOAa 
h klAeHTMCpMKai^nvi naponfl. BnoK 
HAeHTMc^HKauuM no3BonfleT onpeAennTb npaBo 
AocTyna nonb30BaTenfl k pecypcaiw ycTpoficTBa 
m ynpaannTb ero nonHOMOMHAMM ot nonHoro 
AOCTyna ao aoconioTHo^ HeAocTy n hoct m a 
cnyMae HecaHiqMOHnpoBaHHoro AocTyna. BnoK 

03 n03BOnfl6T Bbl6paTb peKUM pa60Tbl, KOTOpblft 

saKntoHaeTCfl b Bbi6ope cnoco6a reHepaunn 
nceBAocnyHaWHO^ nocneAOBaTenbHOCTM (ncn), 
Bbioope AnnHbi icnioMa m cnoco6a ero o6pa6oTKM 
Ann nonyneHHfl Lum^ptcnjoMa. BnoK 04 
no3BonfleT creHepupoBaTb ncn, BbiCpaTb kh»om 
3aAaHH0ft AnnHbi, 3anncaTb ero a^« 
AanbHeRiuero Mcnonb30BaHMfl. 

reHepai^nw nceBAocnyMaftHoR 
nocneAOBaTenbHocTM b npeAnaraeMOM cnoco6e 
ocyiAecTsnfleTcw b ppyx BapwaHTax: b cucTeiwe 
3aKpbiToro pacnpeAeneHMfl KmoMeB ^ b cucTeMe 
oTKpbrroro pacnpeAeneHun KnjoMeii. 

reHepai^nio nceBAocnyHa^HOfi 
nocneAQBaTenbHOCTH b cucTewie 3aKpbiToro 
pacnpeAeneHUfl icnraMefi^ ocymecTBnflioT nyTeiw 
reHepai^MK nocneAOBaTenbHOCTH Mucen u 
HanoxeHMfl Ha Hee naponn. 

TeHepaL\nfl nceBAOcnyMaflHoW 
nocneAOBaTenbHOCTH b CMCTeMe OTKpbiToro 
pacnpeAeneHna KnioMeJi 3aKnK)MaeTcn bo 
BBeAeHMM KntoneK nepBoro X A n BToporo 

X B KOppecnOHAeHTOB, 0OpMHDOBaHHH 

nocneAOBaTenbHOcreB no c^opMynawi: 
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rAe q m N napaiwieTpbi OTKpbiToro KniOMa, 
06M6H6 Me>Kfly KoppecnoHAeHTaMU, 

OtfjOpMMpOBaHHblMM nOCneflOBaT6JlbHOCTflMM M 

BbmncxieHHM o6me£i nocneAOBaTenbHOCTM BMfla 
x x_ 

y — <t modN 

PeaynbTaTOM nepsoro 3Tana flansieTCfl 
$opMnpoBaHne m 3anncb yHMKanbHOro icnioMa 
AaHHoro nonb30BaTena, KOTopbift" xpaHHTc* ao 
BblKntOMBHHfl yctpoKcTBa. 

Ha nepBOM 3Tane HacTpoflKM KpnnTOMOAynfl 
npeAycMOTpeHbi TaKMe npoueAypw. KOTopwe 
MaKCMMa/ibHo pacjcenBanM 6bi snuflHuie 6htob 
napo/ifl Ha ktiiom. Oahhm H3 BapwaHTOB 
nonyMeHMfl Ka^ecTBeHHOfl KntOMeBOtt 
nocneAOBaTenbHOCTM Ha nepBOM arane 
ABnaeTCfl TaKafl cxeMa: 

1) npocToe pacojupeHne napona ao 
HeoGxoAUMO^ AnnHbi Ana nony^eHua mcxoahwx 
AaHHbix (npeAnaraeTCfl wcnonbsOBaTb, 
HanpuMep, rpv\ BapviaHTa pacwwpeHUfl ao 128, 
256 *nn 512 6atrr); 

2) pacceMBaHne BnnflHUfl chmbojiob napona 
Ha KOHSMHyKD KntoMSByio nocneAOBarejibHOCTb c 

nOMOL^blO WMCfjpOBaHHfl OAHMX MCXOAHblX 

KntoneW noAynpaBneHkieM APyrux; 

3) HanoxeHne nopo>KA©HHoro b n.1) ujno>pa 
Ha HeKOTopyio da h Aa pT Hy to cnynaflHyK) 
nocneAOBaTenbHOCTb, b pe3ynbTaie 
4>opMMpyeTCfl pa6oHMfl icmon, 3anncbiBaeMb»fi 
Aanee b onepamBHyio naMHTb pe3HA©HTHO aha 
ynpaB/ieHUfl KpnnTorpa0MHecKHMn 
npeo6pa30BaHHflMn BToporo 3Tana. 

PacxtMOTpuM BapwaHTbi anropnTMOB, 
peanM3yioi4HX 4>opMnpoBaHne Kniosew. 

1. BapnaHT ajiropMTMa reHepanHH Kntona, 
AJ1HHOM 128 6aCiT, 

1.1. ycraHOBMTb 3HaHeHne j 0 

1.2. YcraHOBHTb 3HaMeHne i 0 

1.3. 3anncaTb 3HaHeHne X n 16 i + j 

1.4. ycTaHOBMTb i i+1. Ecnn iaJ, to nepetf™ 

KR.2.3. 

1.5. ycTaHOBHTb 3HaneHne j j+1. Ecnw 
j s 15, to nepePtTM k n.1.2. 

1.6. PaccMMTaTb x _ t b . W 

b k 6nTOBoe npeACTaaneHne K-Toro ci/iMBona 
napo/ifl. 

1.7. 3anncaTb a (x + n B) mod 256. 

1.8. Ha nonyMeHHyio nocneAOBaTenbHOCTb 
Hano>KHTb raMNiy, npeACTaBnatomyto co6o& 
naporib. 

(1.6, 1.7 m 1.8 HeycTpaHMMbie 3Tanw 
anropnTMa, KOTopbie MHoroKpaTHO no bto pfl iotch 
npn nonbiTKe BsnoMaTb cwcrewy nyTewi noAOopa 
napona; n.n. 1.1,1.5 mokho 3aMeHHTb bboaom b 
onepaTMBHyra naMHTb nocneAOBaTenbHOCTH 
0 16 32, 48, 64, 80, 96, 112, 1,17,113, 
2118,114. 3,19.115; 15,127, a Aanee nepe*™ 
k n. n. 6-8). 

2. BapnaHT anropnTMa cpopMHpoBaHHfl 
Kniona atimhoR 256 6a£iT. 

2.1. 3anncaTb nocneAOBaTenbHOCTb napw 
Hucen i m 255-i A^ i 0,1,127. 

2.2. nonyneHHyto b n. 2.1 
nocneAOBaTenbHOCTb npOMOAynnpoBaTb 
MeTOAOM raMMupoBaHMfl, Mcnonb3y« naponb b 
KasecTBe HanaraeMOM raMMbi. 

3. BapnaHT anropwTMa reHepam^in tcnjona 
AnwHOfl 512 6aMT. 

3.1. 3anncaTb MMcna ot 0 ao 255 b bha© 
MaTpM4bi 8*32 
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32 
66 



31 
63 
95 



224 225 226 235 

3.2. ycraHOBMTb 3HaMeHwe i 0, j 0. 

3.3. ycrraHOBMTb k=1. 

3.4. BbinwcaTb CTon6eu wiaTpuLjbi, 
HaHUHatomnRcfl c nucna (b^ + i) mod 32. 

3.5. ycTaHOBMTb j J+1. EcnM j 64, to 
nepeviTM k n.3.8. 

3.6. ycraHOBMTb k=k+1. Ecnn Ka 1, to 

nepetfTH k n.3.4. 

3.7. ycraHOBMTb i i+1. 

3.8. HaKnaAbmafl naponb ksk raviMy, 
npoMOAynnpoBaTb nonyMeHHbiW p«A ^ncne c 
ncnonb30BaHvteM onepauMM XOR. 

BTopofl 3Tan 3aKnKwaeTCfl b BbinonHeHMH 
npoi^eAyp, peann3yeMbix 6noKaMM 05 m 06 
(*nr.1). 

B 6noKe 05 ocymecrBnaeTCfl 4)opMMpoBaHMe 
tunc^pKntona M3 icntOHa, nony^eHHoro Ha nepBOM 
OTane, b sua© noAJcntoMert 3aAaHHoro pa3Mepa, 
KOTopoe BKnionaeT nocneAOBaTenbHoe 
BbHucneHne sHaneHuR yKa3aTeneR Hoiwepa 
noAnexainero o6pa6oTKe 6noKa Kniona Y\ h 
U j(i 1,2,) no <t>opMynaM, Hanpuwiep: 

Yi[Y M +f(U M )l mod (Ly/K), 

Uj [Un + f(U M )] mod (Lu), 

rAe Ly n L u AHMHbi noAKniOMeR b 6a«Tax, 
onpeAeJiflewibix BbiGpaHHbiM pe>KMMOM 
o6pa6oTKM. 

B 6noKe 06 ocyLMecTBnfleTCfl ujn<fjpoBaHne 
MHcpopMauMOHHoro ckimana no 3aAaHHOMy 
pe*MMOM cnoco6y, HanpuMep, nyTewi 
An cKpeTn 3a 14M m cumana Ha 6noKn AnHHoft 2 h 
6onee 6a«T h npeo6pa30BaHHfl sthx SnoKOB, 
HanpuMep, no cneAytOL4"M BapuiaHTaM 

MOAH<t>MKai^MH. 

B nepBOM BapnaHTe (o>nr.2) ncnonb3yeTCfl, 
HanpuMep, MeTOA c AsyMfl 
HenepeceKatoLMMMMCfl noAKntonaiviH, npwneM b 
BepxHeM noAKnKwe ycTaHaBnMBaeTCfl war 
HyMepaL^MM b 2 oa«Ta, a b HM)KHeM 1 6a«T. B 
3tom cnyMae ujucppoBaHne ocyiAecTanfleTCfl no 
cbopMyne 

(Ci.CJs [(trUXORFfYO+f (4)] XOR (p+1) (1) 
r fl e (CvCiJs, (tvtOs - 3auJM0poBaHHbie m 

ncxoAHbie MHcfjopMaL^MOHHbie CHrHanbi i-ro 

6noKa, 

p KOHCTaHTa, 3aAaBaeMafl, HanpuMep npvi 
Bbi6ope pe>KMMa. 

B ApyroM sapnaHTe (cfjnr.3) Anfl BHeceHun 
AononHMTenbHo^ HeonpeAeneHHOCTn Anfl 
KpvinToaHannsa c Koactx+jMuneHTOM 256 
ncnonb3yeTC5i, HanpuMep, MeTbipex6a&TOBaa 
KOHCTaHTa p. BbNUcnfieMafl no naponto Ha 
nepsoM aTane. MexaHH3M npeo6pa30BaHnC^ b 
3tom cnynae 3aKnK>MaeTCfl b tom, hto o6iam« 
icn»OH npeACTaBnfieTCfl b bmab 32-pa3pfiAHbix 
ABOHHHbix Hucen, a ujHC^poaaHne 
ocyunecTBnfleTcn 4-x 6a«TOBbiMn 6noKaMM. 

B 3tom cnynae uuvi0poBaHne 
ocvinecTsnfleTCfl no c+jopMyne, HanpuMep: 

(CnCaCsG^ KtitaWU)i XORF(Yj) + f (Us)] 
XOR (p+1) (2) 

(IpuBeAeHHbie anropwTMbi peann3y*OT 
pexnM GnoMHoro ujMC{)poBaHMfl, aHanornMHo 
opraHM3yeTC« n noTOHHoe ujucfjpoBaHHe 
HHC>opMai4MM, KorAa Ka>KAW^ CMMBon mcxoahoto 
MH0opMaunoHHoro cumana npeo6pa3yeTC« 

OTAenbHO. npM 3TOM CKOpOCTb OJHO^pOBaHUfl 
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cyn^ecTBeHHO He MeHaeTca. flnn conocTaBneHvm 

0TM6TMM, HTO ATlfl CMCT8Mbl no CTaHflapTy DES 

npn peaJiH3au,nn noTOMHoro ujno)poBaHHfl 
h6o6xoammo ncno/ib30BaHne cneijnajibHbix 

CXeM, MTO npMBOAMT K CHM)K©HM(0 CKOpOCTH 
LUMCfipOBaHMfl AO 25% OT CKOpOCTM S 

npeo6pa30BaHHfl b 6jiohhom pe>KMMe. 

fleojki<t>pOBaHne BbinojiHaeTca c 
ncnoJib30BaHneM Bbi6paHHoro KJitona h peaoiMa, 
m 3tot npoL^ecc ABJifleTCfl nHBepcuefl npotjecca 
3amn4)poBaHMfl. 10 

fleujncf)poBaHne 3aiun4>poBaHHoro cuimana 
BKnioMaeT AHCKpeTM3ai4Mio npuHMMaeMoro 
3aujw43poBaHHoro nHO>opMaunoHHoro cumana 
Ha K-6nTOBbie 6hokh, Hanpniviep, npn k ^2, 
npeo6pa30BaHne 6jiokob k bhay 

ft.tk) [(d.CkJXORFfYi) + f(Uj)]XOR (p+i) (3) 15 

tab (Ci.Ck), (ti.lk) KOHCTaHTa, 3aAaBaeMafl 

Bbl6paHHblM peKMMOM. 

OopMyna (3) npeAcraBjiaeT co6oCi MHBepcMK) 
cpopMynbi (1). 

AHanornMHO fleiunc^poBaHMe 
3aujnct>poBaHHoro cumana mokbt 

npon3BOAHTbc« npeo6pa30BaHneM 6jiokob k 
BMAy, HanpMMep, 

(ti.tk) (Ci.CkJXOR [256f(U M ) +f(U M +1)] 
F(Y 0 (4) 

TAB (Ci.Ck), (ti.tk) 3aUJM<t)pOBaHHbie M 25 

AeLuncppoBaHHbie MHcJXDpMai^noHHbie CMOiajibi. 
OopMyna (4) npeACTaanneT co6ofi MHBepcwo 
4>opMy/ibi (2). YcTpoflCTBO, peann3yKDUi.ee 
cnocoo" KpnnT03aiAHTbi cMCTeM 

Te/ieKOMMyTaunoHHbix TexHOJiorwtt, coAepaaiT 

BbtMHCHHTe/lb 1, 6/10K 2 BBOAa-BblBOAa, 6noK 3, 

anropnTMOB, 6jiok 4 xpaHeHH* KnioMeBbix 
AaHHbix 6/iok 5 conpaxceHUfl, 6jiok 6 
KpunTOMOAynfl, wno>paTop 7, 6hok 8 
ynpaaneHkin. 

BnoK 1 BbiMncnurerifl, KOTopbifl bxoaht b 3S 
cocTaB paSoMero MecTa nonb30BaTenfl m 
BbtnonH«eT c{)yHKi4MM era ayTeHmcf)MKaLi,nn, 
yMacTByeT b nporpaMMHofl peann3aL4Mn nepBoro 
n BTOporo aTana iuno>poBaHMa. Ejiok 
BbNucnuTenfl mowot CbiTb peann30BaH b BHAe 
3BM co BceMM nepn0epnMHbiMM ycrpoRcrrBaMM. 40 

Ejiok 2 BBOfla/BbtBOAa HH$opMau.nn 
no3BonfleT BBOAHTb m BbiBOA^Tb paanMHHbie 
BktAbi nHcjDopMaunui, noAnexatune 

uiMcppoBaHMK). C BbixoAa 6noKa 2 cumanbi 
coo6*meHHfl nocTynatoT nn6o Ha bxoa oViOKa 1 
nn6o Ha 1-bii* bxoa 67ioKa 7. Ha bxoa 6/iOKa 2 
cuma/ibi nocTynawT jih6o c BbixoAa 6"JiOKa 1 
rm6o co BToporo BbixoAa 6/iOKa 7. 

Btiok 3 a/iropnTMOB o6ecneHHBaer 
npeABapnTe/ibHyjo HacTpofiKy KpwnTocHCTeMbi n 
npeAHa3HaneH Ana cjDopMnpoBaHun npoueAyp 
nepBoro arana wi/icfrpoBaHUfl n yciaHOBKn 
pe>KHMOB pa6oTbt wnci>pyK>Lnero ycipoRcTBa b 
pa3nnMHbix BapnaHTax ero ncnonbsoBaHUfl, 
peariki30BaH nporpawiMHO b onepaTHBHott 
naMATM 3BM. B 6noKe 3 Ha aTane HacTpot^KH b 
pe>KHMe 3aKpbiToro pacnpeAeneHMfl icniOHeti 55 
0opMMpyeTCfl nceBAOcnynaWHafl 
nocneAOBaTe/ibHOCTb (ncn) Ha ocHOBe 
ceKpeTHoro napo/ifl, H3BecTHoro To/ibKo 
nonb30BaTento (aBTopy) MHC^opMai^nn, 

BBOAHMOfS B CMCTeMy TeneKOMMyHMKai^MOHHOt^ 

TexHo/iornM. Co>opMnpoBaHHan b 6noKe 3 ncn 60 
3anncbiBaeTCfl b 6^ok 4 xpaHeHun Knjo^eBbix 
AaHHbix. Bxiok 3 nporpaMMHO o6ecne^iMBaeT 
Bbi6op pexcMMOB pa6oTy ycTpoRcTBa, 
no3Bo/iflK)iMMX ocyunecTBMTb npocTyio CMeHy 
anropnTMOB pa6oTbi ycTpoficTBa b paannMHbix 
BapMaHTax ero ncnonb30BaHHfl. 
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Ejiok 4 xpaHeHMfl tcnioMeBbix AaHHbix 
peann30BaH nporpaMMHO b onepaTHBHOd 
naMATM BbNMcnMTe/ifl n o6ecneHMBaeT 
xpaHenne MH4)opMauMM o Kntowax nojibaosaTejifi 
B BHAe, rapaHTupoBaHHO 3ai^nu^eHHOM or 
HecaHKMnoHnpoBaHHoro Aocryna (HAC). 

Bjiok 6 KpnnTOMOAy/ia peajiM30BaH 
nporpaMMHO m cymecTByeT pe3MAeHTH0 b 
aApecyeMoR naMHTM BbNucnuTe/ifl. Ejiok 6 
npeAHa3HaMeH Ann BbinojiHeHMfl onepai^M^ 
ujMCppoBaHMfl m AeujMc^poBaHMfl BToporo STana 
KpnnTorpa4)M4ecKnx npeo6pa30BaHMM. 

Bhokh 3,4 h 6 npeACTaajifltOT H3 ce6a 
o6nacTb aApecyeMO^ naMflTM 3anoMMHatOLAero 
ycTpoiteTBa, BXOA^iMero b cocTaB BbWucnuTertfl 
1. 

Bjiok 5 conpa>KeHHfl npeAHa3HaMeH Ann 
peann3aqnn npoTOKOJioB, o6ecneHMBa(Oii^Mx 
conpn>KeHMe ycTpoflCTBa c lOHaJiaMM cba3m 
o6tAero nonb30BaHnn no ajieKTpuHecKMM 
napaMeTpaM. 

LUno>paTop 7 peajwaoBaH annapaTHO n 
npeAHa3HaneH atia BbinonHeHMn onepaLiM^ 
BToporo aTana KpnnT0npeo6pa3OBaHM& no 
3anBJifleMOMy cnoco6y. 

Ejiok 8 ynpaBJieHMfl peann30BaH annapaTHO 
n coctoht M3 npneMHMKa cumanoB Eauhoto 
Bp6M©Hn v\ yana 0OpMHpOBaH^IJR motok 
BpeMeHki. 

ct>opMyna M3o6peTeHnw: 

1. Cnoco6 KpnnT03aiAHTbt CMCTeM 
TeneKOMMyHMKaqnoHHbix TexHonornvi, 
3aKnK)HaioiAMKcfl b npeABapviTejibHoB 3anncn b 
3anoMHHaioiMee ycTpoBcTBO coBOKynHocTM 
paapeiueHHbix napojieK, BBeAennn naponn, ero 

HAeHTMC{)MKaL^MM, BBOA© KJItOMa, reHepupoBaHMH 
nceBAocnyMaMHovi nocneAOBaTejibHocTM, 
4>opMnpoBaHHH ujuc^pKnicwa, UJHO>pOBaHHH 
MHO>opMai^MOHHoro cumajia, nepeAann b KaHan 
cudeMbi CBA3M o6iAero nonb30BaHMfl 
ujHcfepoBaHHoro cumajia n A©ujwc})poBaHnn 
sToro curHana, oTnunaioLAki^cn TeM, mto nocne 
MAeHTHcfcMKauMu napojia Bbtpa6aTbiBatoT cuman 
Bbi6opa peacMMa o6pa6oTKH tiiMobptcntoHa m 
MHQ>opMai^MOHHoro cnmajia B CUCTeMe 
oTKpbiToro urin 3aKpbiToro pacnpeAeneHMfl 
KntoHeft, reHepupytoT nceBAocnyMai^Hyio 
nocjieAOBaTejibHOCTb c ncnonb30BaHneM 
Bbi6paHHO^ cucTeMbi pacnpeAeJieHMfl KnioneR, 

Cj)OpMMpyK)T UJMCtjpKntOH B BMAe nOAKJlK)HeR 

3aAaHHoro pa3Mepa M3 nceBAocnyHa&Hofl 
nocxieAOBaTeribHOCTM no BbiSpaHHOMy pe>KMMy, 
bboaht cumanbi EAUHoro BpeMeHM, tuMc^pytoT 
MHCpopMauMOHHbiW CMfHaJi no 3aAaHHOMy 
pe>KMMy, nepeAaioT era b KaHaJi cucTeMbi cba3h 
oGiAero nonbsoBaHMfl m AeiuMCtipyraT. 

2. Cnoco6 no n. 1 , OTJinnaioiAn^cfl TeM, mto 
b cucTeMe 3aKpbiToro pacnpeAeneHUH unJoweCi 
nceBAocnyMa^Hyio nocneAQBaTenbHOCTb 
reHepnpyK)T b bma© nocneAOBaTejibHocTM nuceji 
m HatcnaAbiBaiOT Ha Hee naponb. 

3. Cnoco6 no n. 1, oTnnHa»oiAMKcfl TeM, mto 
Ana reHepaLiwn nceBAocnyHa^HO^ 
nocneAOBaTejibHocTH b cucTeMe OTKpbiToro 
pacnpeAeneHMfl KnKwea bboa^t kjiiohm nepBoro 
X A h BToporo X B KoppecnoHAeHTOB, 0opMnpy^oT 
ABe nocneAOBaTenbHOCTH no o^opMynaM 
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rAe g n N napaMeTpbi OTKpbrroro KntoMa, 
nocne nero nepeAaioT co>opMnpoBaHHbie 
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nocneAOBaTe/ibHOCTM Y^ b HanpaaneHMM B n 
Y B b HanpaBJieHMM A, BbNHcnatoT o6inyK> 
nocneAOBaTe^bHocTb BHAa 

X X 

«• A B 

y = g modN. 

4. Cnoco6 no nn.1 win 2, 3, OT/iHMatomnflcH 

TGM, HTO AHA C})OpMHpOBaHMfl LUHC^piUlKWa M3 

nceBflocnyHa^HoK nocneAOBaTeribHocTn Y* b 
BUfle noAKntonefl 3aAaHHoro pa3Mepa L y m 
L u nocneAOBaTenbHo BbNUcnflioT 3Ha<neHmi 
yKa3aTenefl HOMepa noAnewamero o6pa6oTKe 
6noKa M3 nceBAocnyMa^HO^ 

nocneAOBaTexibHOCTH Yj u U (i 1, 2,) no 

cfopMynaM 

Yi[Y Ll + f(U M )] mod (L y /k); 

Ui [U;^ + f(U M )] mod (Lu), 

rAe L y m L u AnHHbi noAKmonetf b 6aflTax, 
onpeAexifleMbix Bbi6paHHbiM pexuMOM 
o6pa6oTKn; 

k 2 2 Mktcno, onpep&naeMoe AnnHoR 
noAne>KaLMero o6pa6oTKe 6noKa b 6a£rrax. 

5. Cnoco6 no n. 1 , oTnnHa(OU4n&cfl tgm, mto 
Anfl BBOAa cumanoB Eamhoi*o BpeMeHi/i 
npMHUMatOT mx no KaHanaM cwcTeMbi Eahhoi-o 

BpeMSHM, Bbl6npatOT M3 HMX BDeMeHHbie M6TKM 

no 3aAaHHOMy peKMMy m 3anncbiBaioT stm mstkh 
b aApecHbie o6/iacTM 6jiokob ujHc^pcumanoB. 

6. Cnoco6 no nn. 1 mjiw 2, 3, OTnnHatomnflcfl 

TeM, 4T0 An« UJUCtDpOBaHMfl MHCfDOpMai^MOHHOrO 

cumana no 3aAaHHOMy pe*MMy A"CKpeTK3vipytoT 
HHcftopMaL^MOHHbiW cnmaji Ha k 6aftT0Bbie 6jiokm 
(k > 2) m npeo6pa3ytoT otm 6hoku k bmay 
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(Ci Ck) [(U tk>, XORF(Y j) + f (Ui)] XOR (p + i), 
rAe (Ci CO, (t t tjj 3aaiMC|DpoBaHHbie h 
ncxoAHbie HHc|)opMaunoHHbie cMma/ibi, 

p ^ 2 KOHCTama, saAaBaeMaa Bbi6paHHbiM 

peMCHMOM. 

7. Cnoco6 no n. 1 , OTnnMaK>mn8cfl TeM, hto 
Ann uJuctjpoBaHMfl MHC^opwaunoHHoro cumana 
no 3aAaHHOMy pexcwviy AncKpeTH3npyK)T 
MHc^opMai^MOHHbiR cuman Ha k - oafrroBbie 
6jiokh (k 2 2) n npeo6paayK)T 3TM 6/iokh k bhay 

(Ci Ck), [(ti U + F (Yj)] XOR [256f (U M + 1)] 
tab (C-] Ck)» fa tjj 3aojncf)poBaHHbte h 
MCXOAHbte nHc^opMaunoHHbie cMmanbi. 

8. Cnoco6 no nn. 1 nnn 2, 3, OTJiHMatomMBcn 
TeM, mto Ann AQWMcfcpoBaHUfl npuHflroro 
3awnc£poBaHHoro cama/ia A^cKpeTusnpyiOT era 
Ha k 6a*TOBbie 6jioku (k ^ 2), npeo6pa3yioT 3th 

6/lOKM K BHAy 

(tl tk)i [(Ci Ck)i XORF (Yj) + f (Uj)] XOR (p + 

rAe (Ci Ck), (ti tk) 3aujncppoBaHHbie m 
AeujM4>poBaHHbie nH4)opMannoHHbie curHanbt, 

p £ 2 KOHCTaHTa, 3aAasaeMaw Bbi6paHHbiM 
pexuMOM. 

9. Cnoco6 no n. 7, oTJiHHaioiAH&cfl TeM, mto 
Ann Aewncf>poBaHM5i npHHHToro 
3aujkic|)poBaHHoro cumana era AMCKpeTusnpywT 
Ha k 6aflTOBbie Qnom (k s 2), npeo6pa3y»OT stm 

6J10KM k BHAy 

(tl Wi (Ci Ck)i XOR [256 f(U Ll ) + f (Uj.! + 

1)]F(Yi), 

rAe (Ci Ck), (ti tk) 3aiun0poBaHHbie 
MHC$)opMaL^noHHbie ckimaTtbi, i 1,2,3 
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